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Abstracts
The infrastructure of critical networks is important for human life. Vulnerability
analysis of critical networks has often been discussed in the literature because of the
increasing numbers of natural and man-made hazards and disasters. Betweenness is
one of the topological centrality measure methods in the field of graph analysis. It has
been used to identify the critical location for an un-weighted spatial network, where it
is assumed that the length of each graph segment is the same and the shortest path for
each pair of locations (vertex) is the path which contains the fewest locations
(vertices). In reality, the shortest path between two locations in a spatial network
should have shortest length; therefore betweenness analysis should be applied to a
weighted graph, where weight refers to the length of each graph segment. In this
article, a betweenness centrality measure was applied to three weighted graphs
(transportation, drinking water and natural gas networks) to measure the importance of
a graph segment according to its topological location. This research work is part of the
“Critical Infrastructure Protection (Matine)” project. The goal of the project is to
analyse the vulnerability of the critical networks of the city of Tampere for crisis
management purposes.
Keywords: critical networks, Betweenness centrality, graph analysis, crisis
management
1. Introduction
Hazards, disasters, and concerns such as the increasing amount of terrorism cause
insecurity in society. Crisis management with respect to urban structures has become
one of the core tasks of governmental authorities. Critical networks such as
transportation networks, electricity networks etc. play an important role in the entire
crisis management process. Therefore, the vulnerability analysis of critical networks is
often discussed in the government’s preparedness planning and mitigation tasks. This
research work is part of the “Critical Infrastructure Protection (Matine)” project. The
project was funded by the Scientific Defence Council of Finland. Several
organisations, such as Aalto University, Tampere University of Technology, the
Finnish Defence Force Institute, and the City of Tampere, were involved in the
project.
In Finland, the Pirkanmaa location is very central and it includes 22 municipalities.
The Prikanmaa Region had 491,000 inhabitants at the end of the year 2011, and the
population of the central city of Tampere is 217,603 (Population Register Centre,
2013). Prikanmaa, and especially the city of Tampere, is on the route of the major
highways and railways. For instance, Highway No. 3 goes from north to south,
Highway No. goes to the south east direction and Highway No. 12 follows an
east-west direction. In addition, the city of Tampere and its neighbouring
municipalities are the focus of the operations of the entire country's main activities in
the field of commercial and industrial enterprises, as well as military units. Therefore,
Tampere is an important logistical city for Finland. The goal of the project is to
analyse the vulnerability of the critical networks (transportation networks, water pipe
networks, and natural gas networks) of the Tampere area for crisis management
purposes.
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Demšar et al. presented a mathematical method for modelling the vulnerability of the
elements of a network, which can be used for the identification of critical locations in
a spatial network. It combines line graph modelling with connectivity analysis and
topological measures. Graph centrality measure was used in this research work. The
method was tested with the street network of the Helsinki Metropolitan Area in
Finland. The vertices of the line graph that correspond to critical locations have one or
more of the following three properties: they are cut vertices and they have a high
betweenness value or a low clustering coefficient. Betweenness attributes were used as
one of the parameters to compute the vulnerability of the street network. The
vulnerability value estimation method produced results of low accuracy because the
betweenness value was computed to an un-weighted graph in which it was assumed
that the length of each graph segment is the same and the shortest path for each pair of
locations (vertex) is the path which contains the fewest locations (vertex). In reality,
the shortest path between two locations in a spatial network should contain the
shortest length; therefore betweenness analysis should be applied to weighted graphs
where weight refers to the length of each graph segment (Demšar et al., 2008).
In this article, a betweenness centrality measure was applied to three weighted graphs
(transportation, drinking water, and natural gas networks) to measure the importance
of each graph segment according to its topological location for crisis management.
The results were visualised with the help of GIS tools. The article is organized as
follows: section 2 gives an overview of the methodology research such as
mathematical terms and definitions. The methods which used in this research are
presented in section 3. The testing of the methods and results is presented in section 4.
Section 5 presents some conclusions and discussions.
2. Methodology
The concept of vulnerability has many definitions according to many authors. The
meaning of the term may depend on the context. In this article, the term vulnerability
is applied to urban infrastructure such as spatial networks to evaluate the importance
of a graph segment with respect to a crisis according to its topological location.
Vulnerability studies of spatial networks have attracted a lot of attention recently.
Berdica defines the vulnerability of the transportation system as susceptibility to
incidents that can result in considerable reductions in the serviceability of a road
network. A similar definition was introduced by Nicholson and Du (1994). D’Este and
Taylor (2003) argue that “vulnerability” should only be concerned with consequences.
They state that in a network, a node is vulnerable “if loss (or substantial degradation)
of a small number of links significantly diminishes the accessibility of the node, as
measured by a standard index of accessibility”. Wakabayashi and Iida (1992) and Bell
and Iida (1997) think the vulnerability analysis of complex spatial networks is very
closely related to minimal paths and cuts. The minimal routes refer to the minimum
number of successive links needed to connect a pair of nodes. For instance, the
network will function well if any one of the routes functions. A minimum cut set is the
minimum number of links needed to disconnect a pair of nodes. If any one of the cut
sets fails, the networks fail.
The idea of network centrality was first introduced by Bavelas (1948) for social
networks. He suggested that when a particular person in a group is strategically
located on the shortest communication path connecting pairs of others, that person is
in a central position. A social network can be represented as an undirected, non-valued
graph G, consisting of a set of N nodes (or vertices) and a set of K edges (or lines)
connecting pairs of nodes. Degree centrality is based on the idea that the important
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nodes are those with the largest number of ties to other nodes in the graph. The degree
centrality of node i is defined as below (Nieminen, 1974):

∑ j∈G aij
ki
=
N −1
N −1
where k i is the degree of node i.
CiD =

(1)

The closeness centrality of node i is based on the concept of minimum distance or
geodesic d ij , the minimum number of edges traversed to get from i to j. It is defined
(Scott, 2000) (Boccaletti, 2006) (Sabidussi, 1966) as:

C iC = ( Li ) −1 =

N −1
∑ d ij

(2)

j∈G

where Li is the average distance from i to all the other nodes.
Betweenness centrality can be defined on a vertex or an edge, and it measures how
many times a vertex or an edge is found on the shortest path between other vertices in
comparison with the total number of shortest paths. For graph G:=(V,E) with n
vertices, the Betweenness CB(v) for vertex v is:

C B (v ) =

ϑst (v)
s ,t∈V ϑ st

∑

(3)

s ,t∉v

where ϑ st (v) is the number of shortest paths passing across v and ϑ st is the total
number of shortest paths (Barthélemy ,2004).
The centrality measure was used in spatial network vulnerability analysis and it ranks
the relative importance of the vertices and edges in a graph. Wang et al. (2010)
defined new measures of centrality for a power grid structure that are based on its
functionality. Asta et al. (2006) analysed the vulnerability of an air transportation
network to attacks and random failures by using the centrality measure. In their work
an air transportation system was modelled as a network in which the vertices are
commercial airports and the edges are non-stop passenger flights. The weight of the
edges refers to the capacities (number of people) of the corresponding flight. They
first characterised the relevant topological and weighted centrality measures and then
used these quantities as selection criteria for the vulnerability analysis.
3. Methods
Dataset
The national road and street database (Digiroad) was used for the betweenness
analysis of the Tampere road network. Digiroad is a national database which contains
precise and accurate data on the location of all roads and streets in Finland, as well as
their most important physical features (Juslén, 2010). The Digiroad data set was
downloaded from the Paituli geospatial data service in Shape format. The Tampere
road network data set consists of 26,321 road segments. All the road segments were
grouped into seven classes. They are highways, main roads, regional roads, private
roads, important private roads, other private roads, and light traffic roads. In this
project, major roads such as highways, main roads, regional roads, and private roads
were selected. Each major road was cut into many small road segments, making a total
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of 5215 road segments. The Gasum natural gas and drinking water pipe data set were
originally delivered in CAD format and converted to ArcGIS Shape format. The
Gasum natural gas network data consist of 465 line segments and the drinking water
pipe data consist of 46,194 line segments.
Computation process
Figure 1 illustrates the process of computing the betweenness value for the critical
networks in Tampere. At the beginning, each network was translated into a line graph.
Given a graph G, the line graph L (G) takes the edges of G as its vertices, i.e. V (L
(G)) = E (G). Two vertices e and f in the line graph are connected if and only if the
respective edges e and f are adjacent in G. The line graph is sometimes called an edge
dual of its original graph (Jungnickel, 2005). In a line graph, each line segment has the
following attributes attached to it: identification number; X- and Y-coordinates of the
starting and ending points of each line segment, and the length of the line segment.
ArcGIS was used to add the starting and ending points and X- and Y-coordinates to
each line segment. The length of each line segment can be calculated by means of the
formula
length = ( Xcoordinat eend − Xcoordinat e start ) 2 + (Ycoordinateend − Ycoordinate start ) 2

(4)
The Java programming language was used to read the coordinates of the starting and
ending points of each line segment and create an adjacency matrix. In an adjacency
matrix, two line segments are adjacent to each other if they share the same starting or
ending point. A graph was built on the basis of the adjacency matrix, and it contains
information on each line segment and its neighbour. Dijkstra’s (1959) shortest path
algorithm was used to calculate the shortest path between a pair of vertices and this
was used to compute the betweenness value for each graph segment. ArcGIS was used
to join the road network betweenness value result (Excel) to the original data set
(Shape) on the basis of the unique identification number of each line segment, and the
results were visualised on the map.

Figure 1 Betweenness value computation process for the Tampere spatial network.

4. Results
Tampere transportation network
The betweenness value map for the major roads in Tampere is illustrated in Figure 2.
This map consists of two connected graphs. The southern part of the graph refers to
the area of the city of Tampere. The northern part of the graph represents the Teisko
area. In the Teisko area, Terälahdentie received the highest betweenness value.
Siltasavontie, Kaitavedentie, Teiskonkirkkotie, and part of Viitapohjantie, Kapeentie,
and Velaatantie received the second highest betweenness value. Terälahdentie and
Siltasavontie received very high betweenness values because if these two roads are cut
it will cause the road network in the Teisko area to become disconnected. Therefore,
these two roads are vulnerable because of their topological location. In the area of the
city of Tampere, Tampereen Valtatie received the highest betweenness value because
it connects two parts of the city across the lake. Highways No. 12 and 9 received the
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second highest betweenness value.
Tampere natural gas and drinking water pipe network
In order to see where the most vulnerable area is on the basis of the topological
structure of the networks, these two networks were overlaid on top of each other. In
this article, part of the natural gas and drinking water pipe network data which
overlapped each other was selected for betweenness analysis. Figure 3 illustrates the
results of the analysis. For instance, area A is much more vulnerable than area B
because area A has more natural gas and drinking water pipes than area B and the
networks seem to have a higher betweenness value than area B.

Figure 2 Results of the betweenness analysis of the Tampere transportation
network.

Figure 3 Results of the betweenness analysis of the Tampere natural gas and
drinking water pipe networks.
5. Conclusions
In this article, the betweenness centrality measure was used to compute the
vulnerability of spatial networks in the Pirkanmaa region. The results were visualised
with the help of GIS tools. A road which has a higher betweenness value is more
vulnerable because there are more “shortest paths” passing along this road than other
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roads and people may use this road more often for their journeys. The data quality
issue was analysed during the betweenness computation process. The Digiroad data
seem to be of reasonably high quality in terms of geometry, but missing features can
be identified. For instance, the road network in the area of the city of Tampere was not
connected with the Teisla road network because of a missing feature in the data set. In
the Tampere and Teisko Digiroad data, each road was cut into many small road
segments. The data consist of a total of 5215 segments. This increases the complexity
of the computation; therefore, a generalisation tool will be needed in the future. This
problem can also cause some error in the results because the road segments which
belong to the same road can receive different betweenness values in the calculation of
the shortest path. The data sets for the natural gas and water networks in Tampere
were outdated and of poor quality. They contain many duplicated arcs and lines,
which makes the computation more difficult. Therefore, the data were first cleaned by
using GIS tools and only part of the data was selected for use in this work.
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